DEPARTMENT OF THE ARMY OM 380- 1-8
U.S. Arny Corps of Engineers

DAEN- ASL - | Washi ngton, 0. C. 20314-1000
O fice Menorandum 7 January 1986
No. 380-1-8

SECURI TY

Lock and Key Contr ol

1. Purpose. This menorandum prescribes policies, responsibilities, and
procedures for the handling, replacenent, and repair of office door I|ocks,

i ncluding control of all keys issued for those |ocks, and for other |ock and
key matters.

2. Applicability. This menorandum applies to all HQUSACE/ OCE el ements
| ocated within the Pulaski Building utilizing | ocks and cylinders in non-
classified and non-restricted general purpose office space.

3. Ref er ences.
a. DOD 5210. 46
b. AR 190-51
c. AR 380-4

4. Definitions.

a. MASTER KEYI NG The setting up of |ocks by use of proper length pins
to enabl e one or nore Master Keys to operate the |locks in addition to the
regul ar key for that specific lock. In nmaster keying systens, the key held by
the user or Building occupant is called a “change Key.”

b. MASTER KEY. The key designed by virtue of the variable pins in a
series of lock to operate each of the | ocks of the series, though they also
are operated by their individual “change keys”. \When nore than one Master Key
is used for the series, each Master Key operates a “G oup.”

c. GRAND MASTER KEY. A key designed to operate several groups of |ocks
serviced by several Master Keys.

Sinplified Explanation: A hotel has ten floors, with cleaning naids on
each floor. The maid of each floor carries a Master Key which operates only
the | ocks on his/her floor. Manager of the hotel and the Housekeeper-in-Charge
woul d carry Grand Master Keys which will operate all |ocks of all floors. The
series of |ocks on each floor is a “Group “operating under a Master Key and a
Grand Master Key. The entire series is called a “Systent.
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d. MAI NTENANCE MASTER KEY. The Master Key used by certain personnel
whose responsibilities require they have access to certain | ocked encl osures
in the perfornmance of their duties. (E. g. the building nmaintenance personnel).
Sonetimes called a sub-master Key.

e. SUB-MASTER KEY. An indefinite term but sometinmes referring to a
Mai nt enance Master Key or a Master Key operating a limted nunmber of |ocks
under a Master Key.

f. CHANGE KEY. The individual key for specific lock in a nastered series
i ssued and signed for by the individuals.

g. LOCK CYLINDER. The key section and housing of a nortise or other type
of lock fromwhich those parts can be separated fromthe remai nder of the
| ock.

h. CORE. The renovabl e section which rotates inside the | ock cylinder
when the key is turned. Contains the bottom pins and possi bly mastering pins
of the I ock.

i. KEY DEPOSI TORY. A |ockable container, such as a safe or filing
cabinet, or a key storage cabi net made of at |east 26 gauge steel, equipped
with a tunmble-type | ocking device and permanently affixed to a wall.

5. Policy.

a. All permanent hallway doors allow ng access to general purpose office
space will be secured with appropriate door |ocks. Space that has additiona
security requirenments (e.g. classified and restricted ares) will be secured

with special security devices as appropriate.

b. Built-in | ocks on equiprment or furniture such as desks or filing
cabinets will be serviced under contracts established by DAEN ASL-S.

c. Al cylinder cores shall be pinned in a concept allow ng access by
Grand Master, Maintenance or Sub-naster and the |ocal change key.

d. Access to office space by use of a Master Key is authorized for the
DOD Bui |l di ng Adm nistrator, the Lessor*s buil ding engi neer and construction
contractor, the DAEN-PMS security manager, Chiefs, Ofice of Administrative
Servi ces (DAEN ASZ-A), Logistics Management Division (DAEN-ASL), and DAEN
ASL- 1.

e. All permanent enpl oyees HQUSACE/ OCE are authorized issuance of a
change key to their space.

f. Al supervisors private office doors are authorized | ocks and will be
i ssued on receipt of witten request.
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g. Chiefs of Separate O fices, and Chiefs of Divisions and Branches in
Directorates are authorized change keys for office space under their
supervisory control

h. Unauthorized Keys. Any person in possession of an unauthorized key
(one not issued by DAEN-ASL-1) will be subject to disciplinary action.

6. PROCEDURES.
(a) Lssuance.

(1) Al keys will be issued by DAEN-ASL-1. At the tine of issuance,
per manent enpl oyees will present picture building ID or their tenporary badge.
Per manent personnel without picture badge nmust have their supervisor send a DF
certifying the enployee is a permanent enpl oyee and present other picture
identification such as a drivers license at the tinme keys are issued. Enployee
will sign DA Form 5013-R Key Control Register (App. A and ENG Form 0-4931
Recei pt for Keys (App. B) upon receipt of the change key.

(2) Supervisors requiring a lock on their private office will submt
their request to DAEN-ASL-1 with justification stating why it is needed and
what security risk is incurred if not |ocked.

(3) A master record of cylinder pin configuration will be maintained by
DAEN- ASL-1 on Eng Form (or equiv) 0-4924, Cylinder Set-Up Chart (App. O
Supply roons and nechani cal equi pnent areas will not be accessible by the Sub-

mast er key.

(4) Each day janitor personnel will sign for the naster key ring for the
area they are assigned. The building guard force will retain the master key
rings for issue and maintain the janitor/custodial key |og (ENG Form 0-4925,
Dec 85) (App. D). Janitors will turn key rings into the guard force before
departing the building. Under no circunstances will the nmaster key rings he
renoved fromthe Pul aski Buil ding except when authorized for |ock and key work
by DAEN- ASL- |

(5) Supervisors may request that general purpose office space be exenpted
frompinning to the Sub-master. This will preclude janitors from cl eani ng
except when government personnel are present. Supervisors request are to be
forwarded by [IF to DAEN-ASL-1 with justification.

(b) Turn-In. At the time of separation, enployee will return change key
to DAEN-ASL-1. DAEN ASL-I will sign ENG Form 0-4931, Receipt For Keys and
under the return block and will initial the enployee*s ENG Form 0-2146

Civilian Personnel Separation C earance Certificate.

(c) Lnventory. DAEN-ASL-1 will insure that:

(1) Controlled keys issued | AWpara 6(a) are inventoried at |east
annual ly and inventory records are maintained. Designated Key Custodians are
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responsi bl e for conducting a conpl ete physical inventory of all keys in their
control each year and subnit the reconciled inventory results in witing to
DAEN- ASL-1 NLT 15 January each year

(2) Records are mmintained for all controlled keys, including the
followi ng information:

[a] Total Nunber of Locks/Keys in the system
[b] Number of Keys issued and to whom
[c] A record of the key nunmber and quanity of keys on hand.

(d) Key/Lock Work.

(1) Locks and keys will be strictly controlled and accounted for by the
control systems mmintained by DAEN-ASL-1. Keys, |ocks, hardware, and cylinder
cores will be issued and repaired only by |locksnmith services obtai ned under

contracts established by DAEN- ASL- |

(2) Requests for all key/lock work will be submtted on DA Form 3953 to
DAEN- ASL-1, with justification. Under no circunmstances wll any HQUSACE OCE
enpl oyee duplicate keys outside of contracts established by DAEN-ASL-1. Al
keys acquired by DAEN-ASL-1 will be stanped “US Government Property —Do Not
Duplicate”.

(e) Lost/Stolen Keys. Supervisor and/or enployee nmust imediately report
| ost/stol en keys to both DAEN-PM5s and DAEN- ASL-1 by phone. Phone conversation
nmust be followed up with a DF describing the incident. This shall be furnished
to DAEN- PM5 and DAEN-ASL-1 within two business days of the incident. Keys | ost
t hrough carel essness or neglect may result in disciplinary action, and the
enpl oyee may be liable for costs to the Governnent for corrective action
required to maintain the integrity of the key |ock system

(f) Opening Ofice Doors During Gther than Normal Duly Hours. The
security guard force is authorized to open a door for any pernanent enpl oyee
presenting a picture ID. Enployee and guard will sign ENG Form D 4926 Openi ng
And C osing of Ofices For Enployees, (App. E) at the guard desk stating date,
time, and reason for entrance. At the start of the next business day, a copy
of the Formw |l be sent to DAEN-ASL-1, who will transnmit the information to
t he supervisor of the office entered.

(g) Key Depositories. Al keys will be retained on the person to whom
i ssued or in a secured key depository. Before a key depository is used, the
use of that depository nust be approved in witing by the Security Manager
(DAEN- PMB) . Copy or the authorization will be submtted with the DA-3953 for
procurenment of depository boxes to DAEN-ASL-1. DAEN-ASL-1 will be responsible
for assuring that the GSA approved depository is being requested and forwarded
to Supply and Property Management. Keys issued for use which require key
depository storage will be controlled as foll ows:
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(1) Key depositories will be kept | ocked except to issue or return a key
and to conduct inventories of keys. (AR 190-51)

(2) Key depositories will be kept where they can be under surveill ance
around the clock or in a roomthat can be | ocked during non-duty hours.

(3) Keys issued fromkey depositories will be issued in accordance with
the procedures in para 6(a) above. Duplicate keys will be nmaintained only by
DAEN- ASL- | .

(4) Al key depositories and associ ated key control registers will be

subj ect to inspection by the Security Ofice (DAEN PMZ).

FOR THE COVMVANDER:

5 Appendi xes ARTHUR E. W LLI AMS
App A - DA Form 501B-R Col onel , Corps of Engineers
App B - ENG Form 0-4931 Chi ef of Staff

App C - ENG Form 0-4924
App D - ENG Form 0-4925
App E - ENG Form 0-4926



